INSTRUCTIONS FOR REMOTE CONTROLLING A PC FROM HOME

Remote Desktop Using the Virtual

Private Network

In order to access your office computer from home for the
first time you will need to use Remote Desktop through
the MTSU VPN. The following is a list of steps you must
follow:

Enable Remote Desktop on your office computer.
Request VPN Access from the ITD help desk.
Enroll your phone in Duo Mobile Security.
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Install and configure Pulse Secure App on your home
computer.
5. Run the Remote Desktop on your home computer.

Below we provide a step by step instruction guide to
explain these processes in detail.

Enabling Remote Desktop on Your
Office Computer

e Move your cursor to the bottom left hand side of your
computer and click the Start button.

e Right click on computer and select Properties

e Note the Full Computer Name, you’ll need this later

e Select Remote Settings

e Select Allow connections from computers running any
version of Remote Desktop (less secure)

e C(lick OK to close

Systemn Properties

pg

| Computer Name | Hardware I Advanced | System Protection | Remote

Remote Assistance

[¥] Allow Remote Assistance connections to this compter

What happens when | enable Remote Assistance?

Remate Desktop
Click an option, and then specify who can connect, if needed.
1 Don't allow connections to this computer

@ Allow connections from computers running any version of
Remote Desktop (ess secure)

~1 Allow connections only from computers running Remote
Desktop with Network Level Authentication {more secure)

Help me chooss
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Requesting Virtual Private Network
Access from the ITD Help Desk

If you are accessing your computer from outside campus,
you will need VPN enabled. Call ITD Help Desk (ext. 5345)
and request VPN access. Follow instructions here.

Running the Remote Desktop

If you are off-campus, you first need to establish a VPN
session. Then, follow instructions below to remotely
control your office computer.

On your Windows, Android, or iOS device: Open the
Remote Desktop app, and add your remote PC. Select
the remote PC, and then wait for the connection to
complete.

For Windows XP and 2003:
Click on Start | Programs | Accessories | Communications
| Remote Desktop Connection

For Windows 2007:
Click on Windows button | All Programs | Accessories
Remote Desktop Connection

For Windows 10:

In the search box on the taskbar, type Remote Desktop
Connection, and then select Remote Desktop
Connection. In Remote Desktop Connection, type the full
name of the remote PC, and select Connect.

The Remote Desktop Connection will appear. Enter your
computer name and hit enter:
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https://www.mtsu.edu:8443/security/protected/vpn.php
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B, Remote Desktop Connection EI_‘-E—hJ

| Remote Desktop
"¢ Connection

Computer: homaifar bizlab mtsu.edu| -

Username: None specified

You will be asked for credentials when you connect.

= Options [ Connect H Help I

1. The Windows Security window will show asking for
credentials.

2. Enter your username as following: FSA\username and
your password. Select the checkbox “Remember my
credentials”.

Windows Security @

Enter your credentials
These credentials will be used to connect to homaifar.bizlab.mtsu.edu.

FSA\ghomaifar |

e
=

Domain: BIZLAB

Insert a smart card

[7]iRemember my credentials:

[ ok || conca |

3. The Remote Desktop Connection will appear. You can
select the “Don’t ask me again for connections to this
computer” checkbox so the message won’t display next
time.

& Remote Desktop Connection @

F The identity of the remote computer cannot be vernfied. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
securty cerfficate. it may be unsafe to proceed.

Certfficate name

] Name in the certificate from the remote computer:
LADDD bizlab mtsu edu

Certificate emors

The following emors were encountered while validating the remote
computer's certificate:

/0 The certificate is not from a trusted certifying authority.

Do you want to connect despite these certficate emors?

[] Don ask me again for connections to this computer

)

4. You will see your office computer screen. At this point,
you can run any application as if you were sitting in
your PC on campus.
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